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INTRODUCTION

What is this guide about?

This guide provides step-by-step instructions for setting up Microsoft SQL Server 2000 to
provide database services for ORF. This guide presumes you already have SQL Server 2000

installed on your system. If you do not, visit the link below for installation instructions:

http://support.microsoft.com/kb/303747

Please consider that this guide cannot cover the complex topic of administering a database
server. We strongly recommend to consult the documentation of the database product on

securing and administering the database product of your choice.

CREATING THE DATABASE & TABLES

Once SQL Server 2000 is installed, we can proceed with creating a database for ORF, which
will store the Auto Sender Whitelist, Greylisting, Honeypot and Directory Harvest Attack

(DHA) databases. To ease thmgs’ we prOV]de an 5QL NOTE: if you already have some of the tables created,

. . . . . . . please run the individual SQL scripts for creating tables
script shipped with this guide (sql-orf.sql), which will EESETSRRIRsERory prms

create the database (called “ORF”) along with a @ Alito SenderWhitelist: sql-aswh.sql

« ” . ® DHA Protection Test: sql-dha.sql
database owner user (called “orfuser”) with a default Sl

password (“ChangeThistd#1”). ® Honeypot Test: sql-honeypot.sql

If the database is already set up, you can skip the instructions for creating a user, changing

the password, etc.)

1. Start the SQL Server Enterprise Manager tool.

2. Select the SQL Server instance in the Object Browser on the left.

3. From the Tools menu, start the SQL Server Query Analyzer:
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4. Open the SQL script file for the ORF databases (sql-orf.sql)
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5. Right click anywhere in the script and choose Execute (or press F5). You should get a
“New login created. The dependent aliases were mapped to the new database
owner. Database owner changed.” message.

6. Close the SQL Server Query Analyzer.

The database and the tables should be indicated now on the left—if not, try to Refresh the

view.

CHANGING THE PASSWORD

To secure the database, it is strongly suggested to change the default password of the

“orfuser” account:
1. In the SQL Server Enterprise Manager, select Security, then Logins on the left.

2. Right click on orfuser and click Properties.
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3. Change the password, click OK to confirm.

CONNECTING ORF TO THE DATABASES

ORF connects to the database using a connection string that specifies the connection

parameters for ORF.

Connecting the Auto sender whitelist database

1. Start the ORF Administration Tool.

2. In Whitelists / Auto Sender Whitelist click the Database button.
3. Select the External SQL Server radio button.

(* External S0L Server

Drata is stored on a database server and can be
shared bebween bwa ar mare ORF instances,




4. Click the Configure button.

5. Enter the connection string as described below:

Provider=SQLOLEDB;

Data Source=<SERVERIP>,<PORT >;
Database=<DBNAME >;
Uid=<USERNAME>;
Pwd=<PASSWORD>;
DataTypeCompatibility=80;

According to the instance name and port we used in this example, the connection string looks

like this (connecting to a local instance):

Provider=SQLOLEDB;
Server=ORFSRV\SQL2000;
Database=ORF;
Uid=orfuser;

Pwd= NewPassword,

DataTypeCompatibility=80;

6. Finally, test the connection string by clicking
the Test Connection button. You should get a

message: “Connection test was successful”.

Connecting the Greylisting database

1. Start the ORF Administration Tool.

NOTES: If you are connecting to a local SQL
instance (i.e. ORF and SQL run on the same
server) or from the same domain, you can use
“Server=<SERVERNAME>\<INSTANCENAME>;”
instead of “Data
Source=<SERVERIP>,<PORT>;”. For remote

connections, the latter will probably work better.

It is also suggested to make sure you have the TCP/IP
protocol enabled for your MSDE instance if you are
trying to connect remotely, and to check the correct
port. To do this, click Start > Run > svrnetcn.exe. The
TCP/IP protocol should be enabled. Select it and click

Properties to check the correct port.

2. Select Blacklists / Greylisting and click the Database button.

Continue as in the case of the Auto Sender Whitelist setup steps 3-6.

Connecting the DHA database

1. Start the ORF Administration Tool.

2. In Blacklists / DHA Protection Test click on the Database button.



Continue as in the case of the Auto Sender Whitelist setup steps 3-6.

Connecting the Honeypot database

1. Start the ORF Administration Tool.
2. In Blacklists / Honeypot Test click on the Database button.

Continue as in the case of the Auto Sender Whitelist setup steps 3-6.

TECHNICAL SUPPORT

Please find our technical support contact options on our website at:

http://vamsoft.com/r?o-support
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